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Top Stories 

• Eastbound Interstate 70 in Ohio was shut down for approximately 9 hours June 7 due to a 
2-vehicle accident in a construction zone that killed a worker. - Dayton Daily News (See 
item 6) 

• Alabama Highway 171 was closed for several hours June 7 after a semi-truck overturned 
and spilled hundreds of gallons of fuel onto the roadway, prompting the evacuation of the 
nearby area. - WIAT 42 Birmingham (See item 7 ) 

• Officials issued Federal arrest warrants June 7 for two convicted felons who escaped the 
Clinton Correctional Facility in New York after they cut through a wall using power tools 
and followed tunnels that led to a manhole outside the prison gates.- CNN (See item 2^ 

• The National Institute of Standards and Technology released the second revision of its 
“Guide to Industrial Control Systems (ICS) Security,” which includes updated sections for 
vulnerabilities, risk management, security architectures, recommended practices, and 
security capabilities and tools.- Securityweek (See item 24 ) 




Fast Jump Menu 



PRODUCTION INDUSTRIES 

• Energy 

• Chemical 

• Nuclear Reactors. Materials, and Waste 

• Critical Manufacturing 

• Defense Industrial Base 

• Dams 

SUSTENANCE and HEALTH 

• Food and Agriculture 

• Water and Wastewater Systems 

• Healthcare and Public Health 



SERVICE INDUSTRIES 

• Financial Seryices 

• Transportation Systems 

• Information Technology 

• Communications 

• Commercial Facilities 
FEDERAL and STATE 

• Goyernment Facilities 

• Emergency Seryices 



1 - 



Energy Sector 



1 . June 6, AL.com - (Alabama) Balwdin County suffers massive power outage. More 
than 25,000 Baldwin County, Alabama residents were without power for over 5 hours 
June 6 while crews from Riviera Utilities worked to repair a burned Alabama Power 
transmission line switch. 

Source: 

http://www.al.com/news/mobile/index.ssf/2015/06/baldwin county loses power hug. 
html 

For another story, see item 24 
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Chemical Industry Sector 

2. June 8, Associated Press - (Pennsylvania) Fire at chemical plant in Adams County. 
Pennsylvania officials reported June 8 that a four-hour chemical fire at Miller Chemical 
Fertilizer in Conewago prompted residents within a mile radius of the warehouse to 
shelter-in-place, as the fire was considered a “major HAZMAT incident.” Officials 
stated the smoke from the chemical plant was non-toxic. 

Source: http://www.washingtontimes.com/news/2015/iun/8/fire-at-chemical-plant-in- 
adams-county/ 

3. June 8, Associated Press; WTAE 4 Pittsburgh - (Pennsylvania) Eastman Chemicals: 
processing unit explosion caused fire in plant. A June 6 fire at Eastman Chemical 
Resins in Jefferson Hills, Pennsylvania, prompted a shelter-in-place order to 
surrounding areas after a small explosion sparked the fire in one of the plant’s 
processing units. The order was lifted June 7 while the cause of the explosion remains 
under investigation. 

Source: http://www.wtae.com/news/shelter-in-place-order-for-elizabeth-borough- 
residents/33445820 

For another story see item 24 
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Nuclear Reactors, Materials, and Waste Sector 

4. June 7, Associated Press - (Minnesota) Operators shut down Unit 2 at Prairie 
Island nuclear plant. Xcel Energy Inc., officials reported that operators shut down 
Prairie Island’s Unit 2 June 7 in response to a turbine trip caused by low oil pressure. 
The company reported no risk to the public or employees and plans to repair the unit 
are ongoing. 

Source: http://www.kare 1 1 .com/storv/news/local/20 1 5/06/07/operators-shut-down- 
unit-2-at-prairie-island-nuclear-plant/28655059/ 
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Critical Manufacturing Sector 

See item 24 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

5. June 7, WLWT 5 Cincinnati - (Ohio) ‘Sock hat bandit’ strikes again, allegedly robs 
bank No. 8. Authorities are searching for a suspect dubbed the “Sock hat bandit” after 
he allegedly robbed a PNC Bank in Hamilton Township June 6, and has been 
connected to seven other bank robberies in Bellevue, Queensgate, Columbus, and 
Green Township. 

Source: http://www.wlwt.com/news/sock-hat-bandit-strikes-again-allegedly-robs-bank- 
no-8/33443610 

r Return to top i 

Transportation Systems Sector 

6. June 7, Dayton Daily News - (Ohio) ODOT issues statement on construction zone 
death. Eastbound Interstate 70 in Englewood was shut down for approximately 9 hours 
June 7 after a dump truck crashed into a semi-truck in a construction zone and killed a 
construction worker. The cause of the accident remains under investigation. 

Source: http://www.davtondailvnews.com/news/news/traffic/semi-crash-shuts-down-i- 
7 0-in-englewood/nmXnM/ 

7. June 7, WIAT 42 Birmingham - (Alabama) Fuel spill closes highway, prompts 
evacuation. Alabama Highway 171 at mile marker 5 in Northport was closed for 
several hours June 7 while crews cleaned up an accident involving a semi-truck hauling 
fuel that spilled hundreds of gallons of gasoline and diesel onto the roadway and 
prompted the evacuation of the nearby area. The remaining fuel was off-loaded into 
another tanker and 1 person was injured. 

Source: http://wiat.eom/2015/06/07/fuel-spill-closes-highwav-prompts-evacuation/ 

8. June 6, KABC 7 Los Angeles - (California) Pacific Coast Highway in Malibu shut 
down after 2 crashes. All lanes of Pacific Coast Highway in Malibu were closed for 
several hours June 6 due to two separate accidents that injured two people. 
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Source: http://abc7.com/news/pacific-coast-highwav-in-malibu-shut-down-after-2- 
crashes/770495/ 



9. June 6, WMAQ 5 Chicago - (Illinois) Amtrak train collides with truck full of bacon. 
An Amtrak train headed to Chicago collided with a semi-truck hauling 70,000 pounds 
of bacon while passing through Wilmington and spilled its contents onto the tracks 
June 6. There were no injuries reported. 

Source: http://www.nbcchicago.com/news/local/amtrak-crash-3Q6324891.html 

10. June 6, KVUE 24 Austin - (Texas) Tractor trailers fire creates plume of smoke near 
COTA. Southbound lanes of South Highway 130 near Austin was closed for several 
hours June 6 while crews cleared the roadway after a semi-truck hauling rubber 
automotive door seals in plastic crates caught on fire. No injuries were reported. 

Source: http://www.kvue.eom/storv/news/local/2015/06/06/tractor-trailer-fire-creates- 
plume-of-smoke-near-cota/28616157/ 

1 1 . June 6, Michigan Live - (Michigan) Fire caused by gas leak in Flint out, roads 
remain closed. Interstate 69 and Dort Highway in Flint reopened June 6 after being 
closed for several hours while crews responded to a fire ignited by a gas leak after 
construction crews struck an underground gas main. Two motorists were injured and 
transported to local hospitals. 

Source: 

http://www.mlive.com/news/flint/index.ssf/2015/06/fire caused by gas leak in fli.ht 

ml 

12. June 5, Associated Press - (Wyoming) 2-vebide collision in Converse County kills 
Colorado man; closes highway for 6 hours. Highway 59 between Douglas and 
Wright in Converse County was closed for about 6 hours June 5 due to a 2-vehicle 
collision that killed 1 person and injured 5 others. 

Source: http://trib.com/news/state-and-regional/vehicle-collision-in-converse-county- 
kills-colorado-man-closes-highway/article d8249653-29f5-55d8-9bff- 
ced50dfc5e2d.html 

13. June 5, KUSA 9 Denver - (Colorado) 1 dead in plane crash at Eagle County Airport. 
One person was killed and another seriously injured after a small plane at Eagle County 
Regional Airport crashed into a hangar while attempting to land June 5. The U.S. 
National Transportation Safety Board and Federal Aviation Administration are 
investigating the crash. 

Source: http://www.9news.eom/storv/news/local/2015/06/05/l-dead-in-plane-crash-at- 
eagle-countv-airport/28575349/ 
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Food and Agriculture Sector 

14. June 6, U.S. Department of Agriculture - (California) Benedetti Farms, Inc. recalls 
chicken and turkey sausage products due to misbranding. The U.S. Department of 
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Agriculture reported June 6 that Sonoma-based Benedetti Farms, Inc., is recalling 
approximately 1 1,670 pounds of chicken and turkey sausage products due to hog and 
sheep misbranding. The products were produced from December 2014 - June 2015 and 
shipped to wholesale and institutional locations in California. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-archive/archive/20 1 5/recall-088-20 1 5-release 



For another story, see item 24 
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Water and Wastewater Systems Sector 

15. June 8, Associated Press - (Vermont) 10,000 gallons of raw sewage flows into river. 
A June 5 inspection of all 19 pump stations at Shelburne wastewater showed that the 
station experienced a power failure which caused 10,000 gallons of raw sewage to spill 
into the LaPlatte River. 

Source: http://www .burlingtonfreepress .com/storv/news/20 1 5/06/08/raw-sewage- 
flows-into-river/28673413/ 

16. June 7, KIRO 7 Seattle - (Washington) Boil water advisory for hundreds in Pierce 
County after E.coli found. The Washington Water Service Company issued a boil- 
water advisory June 6 for more than 600 homes in Pierce County after 1 of 3 monthly 
water samples tested positive for E.coli June 3. Officials added chlorine to the system 
to clean the water and plan to lift the order June 9. 

Source: http://www.kirotv.com/news/news/boil-water-advisorv-hundreds-pierce- 
county- after-e/nmX wn/ 



For another story, see item 24 
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Healthcare and Public Health Sector 

17. June 8, Times of Northwest Indiana - (Indiana) Dumped: Crown Point medical lab 
leaves patient information exposed. Over 170 medical records belonging to My Fast 
Lab, a medical testing business, were found in a dumpster in Crown Point, Indiana. The 
records, which included Social Security numbers and other identifiable information as 
well as testing records, were given to the Indiana Attorney General’s office. 

Source: http://www.nwitimes.com/business/healthcare/dumped-crown-point-medical- 
lab-leaves-patient-information-exposed/article 76006497-a972-5923-a2a5- 
3a081bd0eb90.html 

18. June 5, Securityweek - (National) Medical devices used as pivot point in hospital 
attacks: report. Findings from a May 7 report issued by TrapX Security detailed an 
attack vector known as “MedJack,” which targets outdated and vulnerable software of 
medical devices. TrapX Security warned that a majority of hospitals are at risk of being 
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infected with malware that has remained undetected. The report included case studies 
in which networks were breached via blood gas analyzers, a picture archive and 
communications system (PACS), and an X-Ray system. 

Source: http://www.securitvweek.com/medical-devices-used-pivot-point-hospital- 
attacks-report 

For another story, see item 24 
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Government Facilities Sector 

19. June 8, Washington Post - (Washington, D.C.) Water main break on Alabama 
Avenue SE causes school closure, traffic. Turner Elementary School was closed June 
8 after a large water main break at the intersection of Alabama Avenue and Stanton 
Road SE in Washington, D.C. resulted in high standing water. Crews shut off water to 
the affected pipe and are investigating the cause of the break. 

Source: http://www.washingtonpost.c\om/blogs/dr-gridlock/wp/2015/06/08/water-on- 
the-road-on-alabama-avenue-se/ 

20. June 6, Dickinson Press - (North Dakota) Spring rains damage Theodore Roosevelt 
National Park roads. Roads in the North and South Units of Theodore Roosevelt 
National Park were closed June 6 after damage due to heavy rain caused a drainage 
culvert to fail and large sections of the road to be undercut by erosion. 

Source: http://www.thedickinsonpress.eom/news/local/3761070-spring-rains-damage- 
theodore-roosevelt-national-park-roads 

[ Return to top ] 

Emergency Services Sector 

21. June 8, CAW - (New York) Manhunt: escaped killers ‘could literally be anywhere.’ 
The U.S. Marshalls Service issued federal arrest warrants June 7 for two convicted 
felons who escaped the Clinton Correctional Eacility in Dannemora, New York after 
the inmates cut through a steel wall using power tools, and followed a series of tunnels 
that led to a manhole outside the prison gates. Authorities are currently searching for 
the escapees and are offering a $100,000 reward for information leading to their 
capture. 

Source: http://www.cnn.eom/2015/06/07/us/new-vork-escapees/ 
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Information Technology Sector 

23. June 8, Securityweek - (International) MalumPOS malware targets Oracle Micros 
PoS systems. Security researchers at Trend Micro discovered a new point-of-sale (PoS) 
malware dubbed MalumPOS that is targeting Oracle’s Micros and other PoS platforms 
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via files disguised as display drivers before targeting up to 100 running processes to 
scrape payment card information. 

Source: http://www.securitvweek.com/malumpos-malware-targets-oracle-micros-pos- 
systems 



24. June 8, Securityweek - (International) NIST updates ICS cyber security guide. The 
National Institute of Standards and Technology (NIST) released the second revision of 
its “Guide to Industrial Control Systems (ICS) Security,” which includes updated 
sections for vulnerabilities and other threats, risk management, security architectures, 
recommended practices, and security capabilities and tools as well as guidance on how 
to adapt traditional cybersecurity controls to ICS requirements. 

Source: http://www.securitvweek.com/nist-updates-ics-cvber-security-guide 

For additional stories, see items 18 and ^ 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

Nothing to report 



[ Return to top] 



Commercial Facilities Sector 

25. June 8, KSTP 5 Saint Paul - (Minnesota) Bloomington Hotel remains closed after 
siding panels fall off building. The La Quinta Inn & Suites in Bloomington, 
Minnesota, remains closed June 8 after four pieces of the building’s siding fell on the 
entryway of the hotel and prompted guests to evacuate. No injuries were reported and 
the cause of the collapse is under investigation. 

Source: http ://kstp . com/article/stories/s 3819334. shtml 

26. June 8, Associated Press; WJLA 7 Washington - (Virginia) Fire hits 150-year-old 
diner, 59- year-old jewelry store, apt. bldg, in historic downtown Leesburg. Loudon 
Country Fire and Rescue reported that 3 apartments and 7 businesses were extensively 
damaged following a June 6 fire in Leesburg, Virginia, that began in a second floor 
apartment and spread to surrounding buildings. An investigation is ongoing to 
determine the exact cause of the incident and damages total to about $500,000. 

Source: http://www.wila.eom/articles/2015/06/fire-hits-historic-leesburg-jewelrv-store- 
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apt-bldg-several-dogs-cats-killed-114580.html 



27. June 8, KSTP 5 Saint Paul - (Minnesota) Fire displaces residents of Hastings 
apartment building. Dozens of residents at the Guardian Angels Apartments in 
Hastings, Kansas were displaced due to a June 7 fire that started in the attic of the 
building, causing all 26 units to be evacuated. Crews remained on site for several hours 
to dispatch the fire. 

Source: http://kstp.com/article/stories/S381 9444. shtml?cat=121 96 

28. June 8, WABC 7 New York - (New York) Queens Center Mall to reopen after water 
leak prompts evacuation. The Queens Center Mall of New York will reopen June 8 
after a store water pipe burst June 7, flooding surrounding stores and causing an early 
mall closure. Dozens of customers were evacuated so workers could repair and clean 
up the leak. 

Source: http://7online.com/news/queens-center-mall-to-reopen-after-water-leak- 
prompts-evacuation/77 1 929/ 

29. June 7, Forum of Fargo-Moorhead - (North Dakota) Large propane tank fire causes 
evacuation of north Fargo apartment building. A large June 7 fire prompted the 
partial evacuation of the 10-story New Horizons Manor apartment building in Fargo, 
North Dakota after propane tanks, used for building’s auxiliary energy, overheated 
behind the complex. The cause of the fire is under investigation. 

Source: http://www.inforum.com/news/3761465-large-propane-tank-fire-causes- 
evacuation-north-fargo-apartment-building 

30. June 6, Softpedia - (New York) Eataly New York customers affected by the card 
breach. Eataly’ s New York City Retail Marketplace reported that their point-of-sale 
(PoS) system was compromised from January - April after an unknown actor accessed 
customer names, payment card account numbers, expiration dates, and card verification 
value codes. To mitigate future breaches, the company plans to introduce encrypted 
swiping machines and implement a solution for better system monitoring. 

Source: http://news.softpedia.com/news/Eatalv-New-York-Customers-Affected-bv- 
Card-Breach-4835 n.shtml 



Eor another story, see item 23 
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Dams Sector 

See item 24 
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Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://w'W'vv'. dhs.gov/IPDailvReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdeliverv.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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